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Int roduct ion
● One in every ten Americans uses a 
wearable device
● Perceive and record information 
continuously
● Amount of information increasing
Advantages of Wearable 
Health Devices 
● Transforming health care industry
● Insights to health with ease
● Bringing health revolution
● Research/predict the future of human health care needs
● Plan for the health care resources (personnel, facilities, 
resources) that will be needed in the future
Concerns w ith Wearable Health Devices
● Data is not considered PHI (Protected Health Information)
● Not covered under HIPAA or other state/federal laws
● Storing the confidential health information
○ Privacy
○ Security
○ Discoverability as part of litigation, an investigation, an audit, 
etc. 
Privacy and Security Issues w ith Wearable Health 
Devices
● Health info more profitable than SSN in black market.
● Identity theft
● Profiling
● Stalking
● Extortion
● Discrimination
Discoverabil ity Concerns of Wearable Health 
Devices
● Promise a whole new era of forensic science
● Data from wearable health devices used as “witness” in court 
cases –civil and criminal
● Part of overall Internet of Things 
Data from 
Wearable Health 
Devices as 
Evidence:  Case 1
● A 44-year-old woman from West 
Chester, Pennsylvania, lied about 
being sexually assaulted. 
● Data from fitness device showed 
that she was awake and walking 
around when she said that the 
attack happened. 
Data from 
Wearable Health 
Devices as 
Evidence:  Case 2
● A Canadian law firm introduced 
Fitbit data to show that its client 
was suffering from injuries 
sustained in an automobile 
accident.
● Aggregated data showing her 
activity measurements was 
compared to other wearers data to 
prove the plaintiff was less active 
than women her age and her 
profession.
Data from Wearable Health Devices:  Fit  to Be 
Evidence?
● Must meet the tests for admissibility as outlined in the 
Federal Rules of Evidence, Federal Rules of Civil Procedure 
(as amended on December 1, 2015) and corresponding state 
court rules:
○ Reliability 
○ Authenticity
○ Not prejudicial
○ Probative value 
○ Relevant 
Research
● Review federal and state legislation for wearable health devices
● Propose new legislation or amendments to existing statutes to offer some 
level of security and privacy of this data
● Explore electronic discovery issues in the context of civil litigation
Project  Goals
● Highlight the perception of people with the current and future use of 
wearable health devices, knowing the security and privacy risks involved and 
especially when this data is admissible in court 
● Raise awareness in HCI and Health Informatics community to be more 
mindful when designing and testing wearable health devices
● Advocate for stronger statutory protection and greater clarity about the use 
of - and potential risks to –data from wearable health devices 
Data from Wearable Health Devices:  Fitness or 
Fol ly?
● Public unaware of security and privacy concerns
○ Will this change after some high-profile cases or 
incidents?
● Experts calling for new regulations
● Proposed amendments to the Federal Rules of Evidence to 
address concerns with digital evidence 
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